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The Hambleton & Richmondshire Pupil Referral Service mission statement 

 
The aims of the service are: 

• To work in partnership with local mainstream schools at secondary phase to 

prevent permanent exclusion 

• To work in partnership with other support agencies e.g. CAMHS, social care, 

early help. 

• To prepare students for and support them through reintegration (to either 

mainstream or special school) following a permanent exclusion 

• In the case of students in Key Stage 4 who cannot return to mainstream school, 

work to gain qualifications, access work experience placements and the 

successful transition of students from Year 11 to either continued full-time 

education at Key Stage 5, work based training or employment 

 
As we continually strive to provide a safe, healthy, happy and stimulating environment 
for learning, we endeavour to: 
 

• Improve attendance 

• Improve behaviour, where necessary, and maintain good behaviour 

• Build confidence and self-esteem 

• Develop self-awareness 

• Develop the skills to work with people in different contexts 

• Provide a personalised curriculum for each student according to their 

special educational needs 

• Consider the holistic needs of each student, taking into account their 

SEND needs in our planning  

The Headteacher and Management Committee have a legal responsibility to safeguard 
children and staff and this includes online activity. 
 
● The school has appointed an E–Safety Coordinator (ABr) 

 
● The school has appointed the Safeguarding link Management Committee member, 
Emma Lambden, to take lead responsibility for e-safety. 

Teaching and learning 

 
We recognise the central importance of harnessing the power of e-technology to enhance 
teaching and learning for all students. Internet use is part of the statutory curriculum and 
is a necessary tool for effective learning. It is a part of everyday life for education, business 
and social interaction. The school has a duty to provide students with quality Internet 
access as part of their learning experience. 
 
The purpose of internet use in school is to raise educational standards, to promote student 
achievement, to support the professional work of staff and to enhance the school’s 
management functions. Internet access is an entitlement for all.  
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Benefits of using the internet in education include: 

• To raise standards of education and training by integrating e-technology as a teaching 
and learning tool across the range of our curriculum provision. 

• To promote a flexible approach to life-long learning by helping students to become 
independent learners  

• To equip students with the skills required for work and leisure 

• To improve student motivation 

• To access worldwide educational resources including museums and art galleries 

• To support educational and cultural exchanges between students worldwide 

• To give access to experts in many fields for students and staff 

• To provide professional development opportunities for staff through access to national 
developments, educational materials and effective curriculum practice  

• To enable collaboration across networks of schools, support services and professional 
associations 

• To improved access to technical support including remote management of networks 
and automatic system updates 

• To enable exchange of curriculum and administration data with NYC and DfE 

• To offer access to learning wherever and whenever convenient 

• To keep the school at the forefront of educational developments 

How can internet use enhance learning?  

• The school’s internet access will be designed to enhance and extend education. 

• Students will be taught what internet use is acceptable and what is not and given clear 
objectives for internet use. 

• The school will ensure that the copying and subsequent use of internet-derived 
materials by staff and students complies with copyright law. 

• Access levels to the internet will be reviewed to reflect the curriculum requirements and 
the age and ability of students.  

• Staff should guide students to online activities that will support the learning outcomes 
planned for the students’ age and ability. 

• Students will be educated in the effective use of the internet in research, including the 
skills of knowledge location, retrieval and evaluation. 

• Students will be taught to acknowledge the source of information used and to respect 
copyright when using internet material in their own work. 

How will students learn how to evaluate internet content? 

• Students will be taught to be critically aware of the materials they read and shown how 
to validate information before accepting its accuracy. 

• Students will use age-appropriate tools to research internet content. 

• The evaluation of online materials is a part of teaching and learning in every subject 
and will be viewed as a whole-school requirement across the curriculum. 

Managing Information Systems 

How will information systems security be maintained? 

The Server must be located securely and physical access restricted. 

• The server operating system is retained in a cupboard within the staffroom (which is 
access by staff badges only) and kept up to date by the HRPRS technician (SAd) 

• Virus protection for the whole network has been installed and will be kept current by 
HRPRS technician (SAd) 

• Access by wireless devices will be proactively managed and secured with a 
minimum of WPA2 encryption.  
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• The Broadband network is protected by high performance firewalls both on site and 
via the ISP (Internet Service Provider) 

• The security of the school information systems and users will be reviewed regularly. 

• Virus protection will be updated regularly. 

• Personal data sent over the Internet will be encrypted or coded to hide the identity of 
the individuals. 

• All downloaded software must be approved by the HRPRS technician (SAd) 

• The use of user logins and passwords to access the school network will be enforced. 

How will email be managed? 

• The ISP currently filters some spam and unrecognised email. 

• Students may only use approved email accounts for school purposes. 

• Students must immediately tell staff if they receive offensive email. 

• Students must not reveal personal details of themselves or others in email 
communication, or arrange to meet anyone without specific permission from an 
adult. 

• Staff will only use official school provided email accounts to communicate with 
students and parents/carers, as approved by NYC 

How will published content be managed? 

The contact details on the website should be the school address, email and telephone 
number. Staff or students’ personal information must not be published. 
The Headteacher will take overall editorial responsibility for online content published by 
the school and will ensure that content published is accurate and appropriate. 
The school website will comply with guidelines for publications including respect for 
intellectual property rights, privacy policies and copyright. 

Can students’ images or work be published? 

• Images or videos that include students will be selected carefully and will not provide 
material that could be reused. 

• Written permission from parents or carers will be obtained before images/videos of 
students are electronically published. 

• Written consent will be kept by the school where students’ images are used for publicity 
purposes, until the image is no longer in use. 

• The school will have a policy regarding the use of photographic images of children 
which outlines policies and procedures. 

How will filtering be managed? 

• The school broadband access will include filtering appropriate to the age and maturity 
of students. 

• The school will work with the ISP to ensure that filtering policy is continually reviewed. 

• The school will have a clear procedure for reporting breaches of filtering. All members 
of the school community (all staff and all students) will inform the ICT Technician 

• If staff or students discover unsuitable sites, the URL will be reported to the IT 
technician who will then record the incident and escalate the concern as appropriate. 

• Any material that the school believes is illegal will be reported to the ISP 

How are emerging/new technologies managed? 

Emerging technologies will be examined for educational benefit and a cost benefit 
exercise will be carried out before use in school is allowed. Students will be instructed 
about safe and appropriate use of personal devices 



6 
 

How should personal data be protected? 

The Data Protection Act 2018 (“GDPR”) gives individuals the right to know what 
information is held about them and provides a framework to ensure that personal 
information is handled properly. It promotes openness in the use of personal information. 
 
Under GDPR every organisation that processes personal information (personal data) 
must notify the Information Commissioner's Office, unless they are exempt. 
The Data Protection Act 2018 applies to anyone who handles or has access to information 
concerning individuals. Everyone in the workplace has a legal duty to protect the privacy 
of information relating to individuals. GDPR sets standards (eight data protection 
principles), which must be satisfied when processing personal data (information that will 
identify a living individual). GDPR also gives rights to the people the information is about 
i.e. subject access rights let individuals find out what information is held about them. The 
eight principles are that personal data must be: 

▪ Processed fairly and lawfully  
▪ Processed for specified purposes 
▪ Adequate, relevant and not excessive 
▪ Accurate and up-to-date 
▪ Held no longer than is necessary 
▪ Processed in line with individual’s rights 
▪ Kept secure 
▪ Transferred only to other countries with suitable security measures. 

 
Schools will already have information about their obligations under GDPR, and this 
section is a reminder that all data from which people can be identified is protected. 
  
Personal data will be recorded, processed, transferred and made available according to 
the Data Protection Act 2018. 

How will internet access be authorised? 

• All staff will read and sign the ‘Acceptable Use Agreement’ before using any school 
ICT resources. 

• All visitors to the school site who require access to the school’s network or internet 
access will be reminded of the Acceptable Use Policy. 

• Parents will be informed that students will be provided with supervised internet access 
appropriate to their age and ability. 

• When considering access for vulnerable members of the school community (such as 
with children with special education needs) the school will make decisions based on 
the specific needs and understanding of the student(s). 

How will risks be assessed? 

The school will take all reasonable precautions to ensure that users access only 
appropriate material. However, due to the global and connected nature of internet content, 
it is not possible to guarantee that access to unsuitable material will never occur via a 
school computer. Neither the school nor the ISP can accept liability for the material 
accessed, or any consequences resulting from Internet use. 
 
The ICT co-ordinator with support from NYC will audit ICT use to establish if the e–Safety 
policy is adequate and that the implementation of the e–Safety policy is appropriate. The 
use of computer systems without permission or for inappropriate purposes could 
constitute a criminal offence under the Computer Misuse Act 1990 and breaches may be 
reported to North Yorkshire Police.  Methods to identify, assess and minimise risks will be 
reviewed regularly. 
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How will the school respond to any incidents of concern? 

• All members of the school community will report e-Safety concerns (such as 
breaches of filtering, cyberbullying, illegal content etc) to the ICT co-ordinator 

• The ICT co-ordinator will record and action all reported incidents in liaison with the 
Headteacher. (“e-Safety concerns log”)   

• The Headteacher will be informed of any e-Safety incidents involving Child 
Protection concerns, which will then be escalated appropriately. 

• The school will manage e-Safety incidents in accordance with the school’s behaviour 
policy where appropriate. 

• The school will inform parents/carers of any incidents of concerns as and when 
required. 

• After any investigations are completed, the school will debrief, identify lessons learnt 
and implement any changes required. 

• Where there is cause for concern or fear that illegal activity has taken place or is 
taking place then the school will contact the Children’s Safeguard Team or e-Safety 
officer and escalate the concern to the Police 

• If the school is unsure how to proceed with any incidents of concern, then the 
incident may be escalated to the Area Children’s Officer or the County e-Safety 
Officer. 

How will E–Safety complaints be handled? 

• Complaints about internet misuse will be dealt with under the school’s complaints 
procedure. 

• Any complaint about staff misuse will be referred to the Headteacher. 

• All e–Safety complaints and incidents will be recorded by the school, including any 
actions taken. 

• Students and parents will be informed of the complaints procedure. 

• Parents and students will need to work in partnership with the school to resolve issues. 

• All members of the school community will need to be aware of the importance of 
confidentiality and the need to follow the official school procedures for reporting 
concerns. 

• Any issues (including sanctions) will be dealt with according to the school’s disciplinary, 
behaviour and child protection procedures. All members of the school community will 
be reminded about safe and appropriate behaviour online and the importance of not 
posting any content, comments, images or videos online which cause harm, distress 
or offence to any other members of the school community. 

How will Cyberbullying be managed? 

Cyberbullying is “when one person, or a group of people, try to threaten or embarrass 
someone using a mobile phone or the internet” (DFE: 2012)” DCSF 2007 
 
Many young people and adults find that using the internet and mobile phones is a positive 
and creative part of their everyday life. Unfortunately, technologies can also be used 
negatively. When children are the target of bullying via mobiles phones, gaming or the 
internet, they can often feel very alone, particularly if the adults around them do not 
understand cyberbullying and its effects.  
It is essential that young people, school staff and parents and carers understand how 
cyberbullying is different from other forms of bullying, how it can affect people and how to 
respond and combat misuse. Promoting a culture of confident users will support 
innovation and safety. 
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There are a number of statutory obligations on schools with regard to behaviour which 
establish clear responsibilities to respond to bullying. In particular, section 89 of the 
Education and Inspections Act 2006 requires that: 
▪ Every school must have measures to encourage good behaviour and prevent all forms 

of bullying amongst students. These measures should be part of the school’s 
behaviour policy which must be communicated to all students, school staff and parents 

▪ Gives Headteachers the ability to ensure that students behave when they are not on 
school premises or under the lawful control of school staff. 

 
Where bullying outside school (such as online or via text) is reported to the school, it 
should be investigated and acted on. 
 
Although bullying in itself is not a specific criminal offence in the UK, it is important to bear 
in mind that some types of harassing or threatening behaviour or communications could 
be a criminal offence, for example under the Protection from Harassment Act 1997, the 
Malicious Communications Act 1988, the Communications Act 2003, and the Public Order 
Act 1986. If school staff feel that an offence may have been committed they should seek 
assistance from the police. 
 
For more information please read “Preventing and Tackling Bullying: Advice for School 
Leaders, Staff and Governing Bodies”   
 
DfE and Childnet have produced resources and guidance that can be used to give 
practical advice and guidance on cyberbullying: http://www.digizen.org/cyberbullying  
 
Cyberbullying (along with all other forms of bullying) of any member of the school 
community will not be tolerated. Full details are set out in the school’s policy on anti-
bullying and behaviour. 
 
There are clear procedures in place to support anyone in the school community affected 
by cyberbullying - contact the Headteachers at the school. All incidents of cyberbullying 
reported to the school will be recorded. Students, staff and parents/carers will be 
advised to keep a record of the bullying as evidence. 
 
The school will take steps to identify the bully, where possible and appropriate. This may 
include examining school system logs, identifying and interviewing possible witnesses, 
and contacting the service provider and the police, if necessary. Students, staff and 
parents/carers will be required to work with the school to support the approach to 
cyberbullying and the school’s e-Safety ethos. Sanctions for those involved in 
cyberbullying may include: 

• The bully will be asked to remove any material deemed to be inappropriate or a 
service provider may be contacted to remove content if the bully refuses or is unable 
to delete content. 

• Internet access may be suspended at school for the user for a period of time. Other 
sanctions for students and staff may also be used in accordance with the school’s 
anti-bullying, behaviour policy or Acceptable Use Policy. 

• Parent/carers of students will be informed. 

• The Police will be contacted if a criminal offence is suspected. 
 

Informing students of the contents of this policy: 

Teaching e-safety- is part of an ICT lesson activity, part of the pastoral programme or 
part of every subject whenever students are using the internet. 

http://www.digizen.org/cyberbullying
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Useful e–Safety programmes could include: 

• Think U Know: www.thinkuknow.co.uk  

• Childnet: www.childnet.com  

• NSPCC: https://learning.nspcc.org.uk/ 

• CEOP: http://www.ceop.police.uk/ 
 

An e-safety link is available on the school’s website with links to these e-safety 
programmes. All students will be required to sign up the school’s Acceptable Use 
Agreement, and all users will be informed that network and internet use will be monitored. 

• E–Safety training will form part of the established CPD programme to raise the 
awareness and importance of safe and responsible internet use amongst students 
and provide training updates to staff on e-safety developments. 

• Student instruction regarding responsible and safe use will precede internet access.  

• An E–Safety module will be included in the PSE and/or ICT programmes covering 
both safe school and home use. 

• E-Safety rules will be posted in all rooms with internet access. 

• Safe and responsible use of the internet and technology will be reinforced across the 
curriculum and subject areas. 

• Particular attention to E-Safety education will be given where students are 
considered to be vulnerable especially those with SEND. 

Informing staff of the contents of this policy: 

• The E–Safety Policy will require staff signatures to confirm their conformity and 
understanding to its content. 

• To protect all staff and students, the school will implement an E-technology and 
Acceptable Use policies. 

• Staff will be made aware that internet traffic can be monitored and traced to the 
individual user. Discretion and professional conduct is essential. 

• Up-to-date and appropriate staff training in safe and responsible internet use, both 
professionally and personally, will be provided for all members of staff through CPD 
programme 

• All staff will sign up to the school’s Acceptable Use Agreement. 

• All members of staff will be made aware that their online conduct out of school could 
have an impact on their role and reputation within school. Civil, legal or disciplinary 
action could be taken if they are found to bring the profession or institution into 
disrepute, or if something is felt to have undermined confidence in their professional 
abilities. 

Informing parents of the contents of this policy: 

Internet use in students’ homes is increasing rapidly, encouraged by low-cost access and 
developments in mobile technology. Unless parents are aware of the dangers, students 
may have unrestricted and unsupervised access to the internet in the home. The school 
may be able to help parents plan appropriate, supervised use of the internet at home and 
educate them about the risks.  
 

• Parents’ attention will be drawn to the school’s e–Safety Policy on the school 
website. 

• A partnership approach to e-Safety at home and at school with parents will be 
encouraged.  

• Parents will be requested to sign an e–Safety/internet agreement as part of the 
Acceptable use Policy, Parental Agreement. 

http://www.thinkuknow.co.uk/
http://www.childnet.com/
https://learning.nspcc.org.uk/
http://www.ceop.police.uk/
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• Parents will be encouraged to read the school rules for using the internet and 
discuss its implications with their children. 

• Advice on useful resources and website, filtering systems and educational and 
leisure activities which include responsible use of the Internet will be made available 
to parents via the school website e-safety link for parents. 
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Appendix 1: School’s E-Safety Audit 

 

Has the school an E-Safety Policy that complies with NYC guidance?  Y  

Date of latest update:   May 2024 

Date of future review:   May 2025 

The school E-Safety Policy was agreed by Management Committee on:    

The policy is available for staff to access at:    School website, staff shared area and hard 
copy 

The policy is available for parents/carers to access at:   School website 

The responsible member of the Teaching Team is:   Ms A Brzoskova 

The Management Committee member responsible for E-Safety is: Mrs Emma Lambden    

The E-Safety Coordinator is:  Ms A Brzoskova 

Were all stakeholders (e.g. students, staff and parents/carers) consulted with 
when updating the school E-Safety Policy? 

MC and 
Staff only 

Has up-to-date e-safety training been provided for all members of staff? (not 
just teaching staff) 

NSPCC 
online 
training 
completed 
Apr 2020 

Do all members of staff sign an Acceptable Use Policy on appointment? Y 

Are all staff made aware of the school’s expectation around safe and 
professional online behaviour? 

Y  

Is there a clear procedure for staff, students and parents/carer to follow when 
responding to or reporting an E-Safety incident of concern? 

Y  

Have e-safety materials from CEOP, Childnet and UKCCIS etc. been 
obtained? 

Y (website)  

Is E-Safety training provided for all students (appropriate to age and ability and 
across all Key Stages and curriculum areas)? 

Y 

Are E-Safety rules displayed in all rooms where computers are used and 
expressed in a form that is accessible to all students? 

Y  

Do parents/carers or students sign an Acceptable Use Policy? Y  

Are staff, students, parents/carers and visitors aware that network and internet 
use is closely monitored and individual usage can be traced? 
 

Y   

Has an ICT security audit been initiated by SLT? Y 

Is personal data collected, stored and used according to the principles of the 
Data Protection Act? 

Y 

Is internet access provided by an approved educational internet service 
provider which complies with DfE requirements (e.g. KPSN)? 

Y 

Has the school filtering been designed to reflect educational objectives and 
been approved by SLT? 

Y 

Are members of staff with responsibility for managing filtering, network access 
and monitoring systems adequately supervised by a member of SLT? 

Y  

Does the school log and record all E-Safety incidents, including any action 
taken? 

Y 
(electronic)  

Are the Management Committee and SLT monitoring and evaluating the 
school’s E-Safety policy and ethos on a regular basis? 

Y 
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Appendix 2: E-Safety Contacts and References 

 
CEOP (Child Exploitation and Online Protection Centre): www.ceop.police.uk  
NSPCC: https://learning.nspcc.org.uk/child-abuse-and-neglect/online-abuse 
Netaware: www.net-aware.org.uk 
Childline: www.childline.org.uk  
Childnet: www.childnet.com  
Safeguarding Children Partnership: https://www.safeguardingchildren.co.uk/  
SICT - ICT Support for Colleges and ICT Security Advice  
Internet Watch Foundation (IWF): www.iwf.org.uk  
 
North Yorkshire Police: In an emergency (a life is in danger or a crime in progress) dial 
999. For other non-urgent enquiries contact North Yorkshire Police via 101. 
 
Think U Know website: www.thinkuknow.co.uk 
Virtual Global Taskforce — Report Abuse: https://nationalcrimeagency.gov.uk/virtual-
global-taskforce/  
UK Council for Child Internet Safety (UKCCIS): 
https://www.gov.uk/government/groups/uk-council-for-child-internet-safety-ukccis 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.ceop.police.uk/
https://learning.nspcc.org.uk/child-abuse-and-neglect/online-abuse
http://www.net-aware.org.uk/
http://www.childline.org.uk/
http://www.childnet.com/
https://www.safeguardingchildren.co.uk/
http://www.iwf.org.uk/
http://www.thinkuknow.co.uk/
https://nationalcrimeagency.gov.uk/virtual-global-taskforce/
https://nationalcrimeagency.gov.uk/virtual-global-taskforce/
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Appendix 3: E-Safety Incident Recording Flow Chart 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


